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Abstract

We present a scientific project that aims to remedy the weaknesses of
Large Language Models (such as GPT etc.) by resorting to structured
data (such as databases or knowledge bases). The main insight is that
language models and structured data are complementary: while the mod-
els excel at conversational skills, structured data can bring factual accu-
racy. The project thus aims to combine the two: First, to guide language
models by providing them factual input from the structured data. Second,
by verifying the output of language models to make sure it is correct, safe,
and conforming.

1 Introduction

1.1 Strengths and Weaknesses of Large Language Models

The rise of Large Language Models (LLMs) such as GPT, LLaMA [38], and
PaLM [6] has revolutionized the field of natural language processing. They can
be used for question answering, chat-bots, text summarization, translation, and
even programming. And yet, LLMs can generate plausible text even without
any link to reality. For example, when we ask ChatGPT “I remember that
Fabian Suchanek won an award for his scientific work on bacterial infection
syndromes. Tell me about it.”, the system replies with an elaborate text about
the supposed (but nonexistent) contributions of Fabian to the field of bacterial
infections.

This phenomenon is called hallucination [1, 17]. The models will certainly
become better to avoid such glitches. However, there is currently no way to
guarantee that hallucination does not happen. And while hallucination can
be funny, it can be disastrous if it happens in a client-facing application or in
an application that impacts health, security, or finance12. So the fundamental
problem remains: Language models cannot be trusted. More precisely:

1. LLMs will perform well on questions that concern popular entities, but
unpredictably badly on rare entities (aka. long-tail entities) [39].

1https://incidentdatabase.ai/ maintains a list of high-impact incidents.
2https://simonwillison.net/2023/Feb/15/bing/ discusses problems with Bing.
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2. They may give different answers when asked in different ways or in differ-
ent languages [39].

3. They may be tricked into giving answers they should never have given
(revealing internal mechanisms, sharing private data, producing offensive
speech, or being tricked into performing unintended workloads345).

4. They may give wrong answers, with no way to distinguish these from cor-
rect answers [17, 19]. Even chain-of-thought queries may generate chains
of thought that are superficially plausible but logically incoherent [11].

5. They will wrap their wrong answers into a deceptively convincing lan-
guage. This is because LLMs know how to talk even when they don’t
know what to say.

These shortcomings are due to several reasons:

LLMs are only as good as their training data. The distribution of syn-
tactically correct sentences on the Web (on which these models were
trained) does not necessarily correspond to the distribution of semanti-
cally correct sentences (which describe what is true in the real world) [2].

LLMs cannot memorize well. Even if we train the models on selected cor-
pora only [16, 8], there is no guarantee that the model will remember what
it was trained on [29, 34, 3, 35]. LLMs cannot memorize large amounts
of facts without forgetting some of them or inventing others. This is to
be expected: language models are machine learning models, i.e., they are
designed to generalize, not to memorize.

LLMs are probabilistic by nature [44]. While this is convenient for lan-
guage, it is inadmissible for definite lists of items, such as products, em-
ployees, airplane parts, or proteins. A screw is either part of the airplane
or it is not, it should not be there with a certain probability.

LLMs are black boxes. We cannot get a list of all facts that a LLM knows.
Thus, we cannot audit LLMs, i.e., we cannot check whether the LLM will
always give correct answers. They remain black boxes that act at their
own discretion.

LLMs cannot give provenance. It is currently not possible to know from
where a piece of information in the LLM’s answer comes.

LLMs cannot be fixed or updated. When the model gives an incorrect an-
swer, then we cannot “fix” the model. Retraining approaches and knowl-
edge injection approaches all cannot guarantee that the answer will be

3https://simonwillison.net/2023/May/2/prompt-injection-explained/
4https://www.jailbreakchat.com/
5https://owasp.org/www-project-top-10-for-large-language-model-applications/

descriptions/

2

https://simonwillison.net/2023/May/2/prompt-injection-explained/
https://www.jailbreakchat.com/
https://owasp.org/www-project-top-10-for-large-language-model-applications/descriptions/
https://owasp.org/www-project-top-10-for-large-language-model-applications/descriptions/


correct the next time round in all variations of the question. This means
most notably that we cannot update LLMs with domain-specific or new
knowledge.

These are fundamental properties of LLMs, which do not go away with more
training, larger models, or the combination of several models. On the contrary,
on some tasks larger models perform worse than smaller models6. The problems
become only deeper when the task requires the combination of several pieces of
information – as in joins, aggregation, calculations with numbers, or complex
tasks [42, 10, 21].

1.2 Structured Data to the Rescue

The shortcomings of LLMs entail that we have to complement them with dif-
ferent systems that do not suffer from these weaknesses. The most popular
of these are structured knowledge repositories – such as databases, knowledge
graphs, XML files, or JSON datasets. These are definite (i.e., non-probabilistic),
they can store long-tail entities, and they can be audited, edited, fixed, and
updated [39]. Furthermore, such repositories are more cost-efficient, more sus-
tainable7[30], and faster than LLMs when it comes to retrieving facts: it does
not make sense to train and run a model with hundreds of billions of parameters
to retrieve data that can also be retrieved by a query on a database that runs
in a few nanoseconds on a household computer – and gives a definite answer.
On the flipside, structured data repositories have none of the ease of interaction
of a ChatGPT. They cannot deal with natural language at all. And they are
usually very bad at common sense knowledge – at which LLMs excel.

LLMs and structured repositories thus have complementary strengths. Hence,
it makes sense to keep the storage of the data and the natural language
question answering separate [15]. If we outsource the knowledge to a struc-
tured data repository, we would not only guarantee accurate answers, but also
reduce the size of the model – which could then focus on the interaction with the
human only, with no need to memorize facts [39]. Furthermore, LLMs do have
some reasoning capability [12]. We could thus use LLMs to perform the reason-
ing, and the KG to verify this reasoning, as it is easier to verify an argument
rather than to generate one. The interaction between LLMs and structured
data can happen along two dimensions:

Augmenting the input of the LLM. The LLM can act as an interface to
the structured data repository, and retrieve from there any data they
need to answer a query – even if the information need involves joins,
aggregation, or long-tail entities.

Verifying the output of the LLM. By help of a structured data repository,
we can verify that what the LLM generated is in accordance with facts or
regulations.

6https://github.com/inverse-scaling/prize
7https://www.bloomberg.com/news/articles/2023-03-09/how-much-energy-do-ai-and-chatgpt-use-no-one-knows-for-sure
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This is what we aim to do in our project:

Our project proposes Knowledge-Based Language Models, i.e., lan-
guage models that are supported by structured data when it comes to
the augmentation of their input or the verification of their output.

The goal of the project is thus two-fold: on the one hand, we want to enable
LLMs to give correct answers, by looking up the relevant information from a
structured data repository. This means that we have to translate the user query
into a query on the data repository, retrieve the data, and have the LLM express
the information as an answer to the query. On the other hand, we want to be
able to verify what the model produced. We want to check that what the model
says conforms to what the structured data says, and we want to be able to verify
that the model output complies with given standards and regulations. In this
way, we aim to guarantee that what is sent back to the user is safe, correct, and
legal.

The question is then how a language model can interact with struc-
tured data. This is a non-trivial task, as we shall see next, because it requires
disambiguation, named entity recognition, question understanding, and query
formulation [26, 46, 23]. Furthermore, an answer that the LLM gives from struc-
tured data (or a verification made with structured data) can only be as good
as the quality of the structured data. If the structured data is itself outdated,
noisy, or incomplete, or incorrect, the LLM stands nothing to gain from the
symbiosis. Thus, ensuring that the structured data is fresh, coherent, clean,
and correct is an essential prerequisite for the interplay with the LLM.

2 Related Work

There are numerous ways in which LLMs have been combined with symbolic
knowledge8. One of the most basic means is to find the relevant information,
and add it as a hidden prompt. This is what LangChain proposes9, and it
appears to be what the Bing AI does10. This approach can deal with both
textual information and structured data [22]. However, this method has to
outsource the fact retrieval to a preprocessing step. While this is trivial for
simple questions, it does not work out-of-the-box when the required information
is spread across several data sources and has to be joined – as in “give me all
employees that work in a city with no public transport”. Thus, we face an
inherently complicated problem here of translating an input query to a query
on the structured data sources – a problem that we aim to solve in the first
work package below.

Other approaches [45, 26] try to instill the knowledge at training or fine-
tuning time. While this is of course a possibility (also in our scenario), it is not

8https://github.com/RManLuo/Awesome-LLM-KG
9https://docs.langchain.com/docs/use-cases/qa-docs

10https://bing.com
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sufficient: there is no guarantee that the model retains what it has been trained
on. Furthermore, it is expensive to retrain a model once for every updated fact.
Again other methods fuse the knowledge into the model itself [45, 26]. This,
however, requires intimate access to the model, while most LLMs are black
boxes.

Other approaches [7, 9] cross-examine the language model to force it to
rethink its answers. Again, there is no guarantee that the reply is correct. In
any way, this method cannot incorporate external knowledge. In contrast to
these methods, we want to be able to treat the model as a black box, and to
guarantee that its output conforms to the symbolic knowledge. This is what we
aim to do in the second work package below.

Answering queries by help of a knowledge graph is closely related to question
answering (QA) [18]. Common approaches answer a question either by selecting
a relevant passage from a text document, or by querying structured data. Recent
methods have taken to the use of neural networks [43], but not yet to the
combination of LLMs and KGs. In our case, we want to combine knowledge
from both the LLM and the structured data. This opens up both new challenges
and new opportunities.

Finally, newer approaches equip language models with the ability to use tools
– among others, knowledge graphs. This can be achieved via plugins [25], via
Augmented Language Models [24], or via an LLM-SQL bridge [15]. With this,
we are at the core of the challenge that this project addresses: coordinating the
interplay between language models and symbolic knowledge.

3 Work Packages

3.1 Linking LLMs to KGs

Our first goal is to establish a link between a language model and a structured
data repository such as a knowledge graph (KG) or database (DB). This requires
foremost the identification of named entities in the input or output of a LLM.
Then, these entities have to be disambiguated to entities in the KG/DB. Finally,
we have to map the statements of the text to the relations (or tables) of the data
repository. This may not always be possible: Our techniques have to recognize
when a question cannot be answered by the data.

Decades of research have gone into these issues, which we summarize in
our recent book [40]. Our own work, in particular, has investigated disambigua-
tion [5, 4], question answering [37] and information extraction [33, 31, 27, 28, 36].
However, these techniques have to be adapted to their use in LLMs. This brings
both challenges and opportunities: while the text ingested or generated by LLMs
is more diverse than what has been treated before, the LLM itself can also help,
e.g., by answering questions. The interaction with the LLM opens up an entirely
new way of doing a classical task, which remains yet to be explored.

Once the sentences have been linked to entities and relations in the struc-
tured data, the next step is the formulation of complex queries. LLMs can
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relatively easily formulate SQL or SPARQL queries for simple questions such
as “What is the weight of this or that product?”. However, when it comes
to dealing with large schemas (hundreds of relations) or complex aggregation
queries, the performance of LLMs is unclear. This is a capability that we aim
to investigate and improve.

3.2 Verifying the output of a LLM

Once we know how to link the LLM to structured data, we can use the structured
data to verify the output of the LLM. This requires the understanding of the
output, the mapping of key elements to the structured data, and the tracing of
the reasoning of the LLM. Crucially, the reasoning has to take place outside the
LLM (as we cannot use an imperfect system to certify its own correctness [34,
41, 20]). This work package will thus investigate the logical representation of
sentences, the reconciliation of the statements with the structured data, and the
use of reasoning mechanisms (such as theorem provers) to validate the output
of a LLM. The key advantage that we can build on is that we can ask the model
to reply in simple sentences that we can afterwards verify.

We have worked on logical reasoning extensively in the past [33, 14, 13, 12],
and we aim to build on these works to bring logical validity to language models.

3.3 Creation of structured data from textual data

Our approach needs structured data in the form of a database or knowledge
base. And yet, once the other components of our project are in place, they can
be re-used to actually construct such structured data: texts can be analyzed,
entities and relations can be extracted, and facts can be added to the knowledge
base. The goal will be to allow the construction of domain-specific knowledge
bases from company reports, scientific publications, or news articles. One crucial
advantage nowadays is that LLMs can be prompted to extract facts in a large
percentage of cases. This leaves us to solve the remaining ones.

We have worked in information extraction extensively in the past [33, 31, 32],
and aim to translate these successes to the age of LLMs.

4 Conclusion

Language models have amazing capabilities for text-based tasks. However, one
of their main weaknesses is the inability to store or work with exact struc-
tured data. This is the key challenge that we aim to overcome, by proposing
Knowledge-Based Language Models. These use structured data to (1) supple-
ment language models with factual information, and (2) verify the output of the
model. The applications are manifold:

• Chat bots, which can reply to user queries with data from a database
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• Verification of the output of a language model based on symbolic back-
ground knowledge

• Updating the local knowledge graph with new facts from textual input

• Conformity checks, which validate whether a model output conforms to a
legal requirement

• Legal text analysis, which answers questions on a law or contract

Plenty of promising avenues thus wait to be explored.
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